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1 Introduction

1.1 Purpose

The purpose of this guide is to enable Aras Innovator administrators to configure clients for the
OAuth Server without modifying code tree configuration files.

1.2 Scope
This document provides instructions and information on configuring clients and managing user
roles for the Aras Innovator OAuth Server using the OAuth Registry platform component.

1.3 Target Audience
This document is intended for Aras Innovator administrators and IT support.

1.4 Permissions
Aras Innovator administrators can create and edit OAuth Clients by default. For more information
on permissions, please see the Configuring OAuth Permissions section.

1.5 Feature Terms and Definitions

The following Feature terms and definitions are used in this document:

Term

Definition

Access Token

A string that an OAuth Client uses to make requests to the resource
server (from OAuth 2)

API

Application Programming Interface

Authorization Code
Grant

The client requests an authorization code from the Aras Innovator
OAuth server. The client can then exchange the authorization code for
an access token.

CRUD Set of capabilities to manipulate data: create, read, update, delete

CWS Configurable Web Service

Grant Type Describes the method an application uses to retrieve an access token
from the OAuth Server

Identity Token Represents the outcome of an authentication process. It contains an

identifier for the user (see OpenlID)

Impersonate Grant

The client uses a certificate to send a request as any user in the
system. This is typically used for integrations and server-to-server use
cases without end-user interaction.

Implicit Grant The client redirects the user to the Aras Innovator login page. After
logging in on the Aras Innovator login page, the user is redirected to the
client application.

OAR OAuth Registry platform component

OAuth 2 Authentication Protocol. For more information, see: https://oauth.net/2/

©2024 Aras Corporation All Copyrights Reserved.
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Term Definition

OAuth Client An application that requests access or identity tokens from the OAuth
Server (from OAuth 2)

OpenID Identity Management Protocol. For more information, see:

https://openid.net/

Password Grant The client exchanges a user's credentials for an access token. This
grant type is typically not recommended because the client application
must collect the user's password and send it to the authorization server.

Platform Component A Platform Component is a separately installable platform service that
provides forward and backward compatibility with platform releases.

ul User Interface

URI Uniform Resource ldentifier. A string that identifies a logical or physical
resource. A URL (Uniform Resource Locator) is one type of URI.

2 Introduction to OAuth Registry

2.1 OAuth Registry Overview
The OAuth Registry platform component enables administrators to configure OAuth Clients without
leaving the Aras Innovator Ul. This eliminates the need for administrators to access the code tree
and manually modify configuration files.

2.2 Purpose
The Aras OAuth Registry application can define OAuth Clients for authenticating requests from
applications and integrations.

2.3 Process Overview
The process of configuring and managing the OAuth Registry is outlined below:

e Create an OAuth Client
¢ Request an OAuth access token
e Request with an OAuth access token

©2024 Aras Corporation All Copyrights Reserved. 6
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3 OAuth Clients

3.1 Creating an OAuth Client

The following steps outline the process of creating an OAuth Client:
1. From the Table of Contents, expand Administration and External Access.

Contents

~ Administration

> Access Control
> Configuration
> Content Modeling

> Effectivity Services

I ~ External Access I

[®] oAuth Clients
& Web Services

2. Select OAuth Clients.

~ External Access

8] OAuth Clients

& Web Services
The OAuth Clients grid appears:

[@] oAuth Clients x

o 3
Client ID Enabled | Access Token .. | Authorization Code ... | Identity Token ...
©2024 Aras Corporation All Copyrights Reserved. 7
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3. Click Create New Client.
[@] oAuth Clients %

o

e

Client ID Enabled | Access Token .. | Authorization Code ...

The OAuth Client form appears:
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OAuth Client X
Client ID Allowed Scopes
=
| | & cnzbled Add New Value. @ ‘
Allowed Grant Types openid X
Authorization Code Impersonate Implicit Password
Innovator X
Access Token Lifetime Refresh Token Sliding Lifetime
| 3600 ‘ | 1296000 ‘ Allowed CORS Origins
| Add New Value.. @ ‘
Authorization Code Lifetime Refresh Token Absolute Lifetime
| 200 ‘ | 2592000 ‘ Redirect URIs
| Add New Value @ ‘
Identity Token Lifetime Refresh Token One Time Only
Refresh Token Absolute Expiration Post Logout Redirect LRl
| Add New Value... [©) ‘
Require PKCE Plain Secrets
| Add New Value [©) ‘

Back Channel Logout URL

‘ Certificate Secrets

Choose File or Drop Here

See the table below for the description of the parameters to create an OAuth Client:

Parameters

Definitions

Details

Client ID

A unique identifier for a client application

The Client ID can contain only Latin alphabet letters,
digits, and symbols such as '-"and '_."

Note: The following are reserved values used by the
platform and cannot be modified through the Aras OAuth
Registry Ul:

OAuthServer

InnovatorServer

InnovatorClientServer

VaultServer

ConversionServer

AgentService

InnovatorClient

Required

Enabled

Indicates whether the client can authenticate users.

Default: Enabled

Allowed Grant
Types

Identifies the grant type(s) for this OAuth Client
The following grant types are available:

Authorization Code: The client requests an authorization
code from the Aras Innovator OAuth server. The client can
then exchange the authorization code for an access token.

Required

©2024 Aras Corporation All Copyrights Reserved.
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Parameters

Definitions

Details

Impersonate: The client uses a certificate to send a
request as any user in the system. This is typically used for
integrations and server-to-server use cases without end-
user interaction.

Implicit: The client redirects the user to the Aras Innovator
login page. After logging in, the user is redirected to the
client application.

Password: The client exchanges a user's credentials for
an access token. This grant type is typically not
recommended because the client application must collect
the user's password and send it to the authorization
server.

Note: An OAuth Client may not combine the Authorization
Code and Implicit grant types.

Access Token
Lifetime

Lifetime of an access token for this client in seconds
The value must be greater than zero.

Required
Default: 3600

Refresh Token
Sliding Lifetime

Sliding the lifetime of a refresh token for this client in
seconds
To enable this feature, the value must be greater than or

equal to zero. Zero indicates that the sliding lifetime is
disabled.

Default: 1296000

Authorization
Code Lifetime

The lifetime of an authorization code for this client in
seconds

Default: 300

Refresh Token

Maximum lifetime of a refresh token for this client in

Default: 2592000

Absolute seconds
Lifetime To enable this feature, the value must be greater than or
equal to zero. Zero indicates the refresh token will have an
unlimited lifetime.
Identity Token | Specifies the Lifetime of the identity token for this client in Default: 300
Lifetime seconds

The value must be greater than zero.

Refresh Token
One Time Only

Indicates whether the refresh token handle will remain the
same when refreshing tokens.

True: The refresh token handle will remain the same when
tokens are refreshed.

False: The refresh token handle will be updated when
tokens are refreshed.

Default: True

Refresh Token
Absolute
Expiration

Indicates whether the refresh token expiration is absolute.

True: The refresh token will expire on a fixed point in time
specified by the “Refresh Token Absolute Lifetime.”

False: When refreshing the token, the lifetime of the
refresh token will be renewed by the amount specified in
“Refresh Token Sliding Lifetime.” The lifetime will not
exceed the “Refresh Token Absolute Lifetime” value.

Default: True

Require PKCE

Indicates whether a proof key is required for authorization
code-based token requests.

Default: True

©2024 Aras Corporation All Copyrights Reserved.
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Parameters Definitions Details
Back Channel | Specifies the client’s logout URI for HTTP back-channel- Optional
Logout URI based logout.
Front Channel | Specifies the client’s logout URI for HTTP front-channel- Optional
Logout URI based logout.
Allowed Specifies the API scopes that the client is allowed to
Scopes request. If empty, the client cannot access any scope.

The most common scopes are openid, offline_access,

and Innovator.
Allowed CORS | Specifies a list of domains this client may use to send Required
Origins requests. This is necessary to enable CORS origins for

JavaScript clients.

Redirect URIs

Specifies the URIs that may receive authorization codes or
tokens for this client.

Required when the

grant type is

Authorization Code or

Implicit
Post Logout Specifies which URIs to redirect to after logout. Empty or Required
Redirect URIs | null values are not valid.
Plain Secrets A Plain Secret is a string shared between the client and Optional
the server.
Certificate A Certificate Secret is a Base64 encoded certificate Optional
Secrets containing the client's public key.

4. Fill out the form, as applicable.
5. Click Save.

3.2 Editing an OAuth Client

The Aras Innovator OAuth server includes several preconfigured clients to support the platform.
These cannot be viewed, edited, or deleted using the below Ul.

The following steps outline the process of editing an OAuth Client.

1. From the Table of Contents, expand Administration and External Access.

Contents

~ Administration

> Access Control
» Configuration
> Content Modeling

> Effectivity Services

I w External Access

8] oAuth Clients
-gz— Web Services

©2024 Aras Corporation All Copyrights Reserved. 10
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2. Select OAuth Clients.

v External Access

@] OAuth Clients

& Web Services

3. Select an OAuth Client in the grid and click Edit.

i alaS;ynovaror &

[©] oAuth Clients x

bl s

Edit
Client ID

| &

)

elected Client
Enabled ‘ Access Token ... | Authorization Code ... | Identity Token ... | Refresh Token Sliding...

auth-code-example 3600 300 300 1296000
implicit-example 3600 300 300 1296000
password-example 3600 300 300 1296000

4. Edit any properties as needed in the OAuth Client form. The section Creating an OAuth
Client provides detailed descriptions of each property.

i arasyyovaror | 2 o+ 0

(8 OAuth Clients %

| ] e |

— OAuth Client X ;
Glientip piresn Token Absolute Expiration | Requ
. Clientip Allowed Scopes &
it code-example Enaled [ i New Value ®
impfciexample e y ]
R Moot - % a
(utnorizstionCade ) impersonste  implct Passwors
D— Innevator x
Acoess Token Lifetime Refresh Token Sikding Lifetime
- example x
[ 3600 | 1296000 |
Authorization Code Lifetime  Refresh Token Absalute Lifetime iAllewa CORS/Crigine: .
[0 | [es020m0 | [senonvane ®
Igentity Token Lifetime Jken One Time Only hitpa:feraslabavm.eastus.cloudapp.azure.com x
300 | Jen Absalute Expiration
Mtpsfmyapp.com x
Requie PKCE Rediect URIs
Add New Value ®
Back Channel Logout URL
‘ ‘ bitps:/araslabsvm1.castus. cloudapp.azure. com/OAR/ x
Front Channel Logout URL stus. cloudapp. azure. X
‘ ‘ ttpaifmyapp.com/callback b

Post Logout Redirest URls

Add New Value [C]
hitps:ifaraslabsvm .eastus.cloudapp.azure.com/QAR/Client/C.. X
hitps:fmyapp.com/logoutsaliback x

Plain Secrets

A New Vali Q =

. v

5. Click Save.

©2024 Aras Corporation All Copyrights Reserved. 11
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3.3 Deleting an OAuth Client

The following steps outline the process of editing an OAuth Client.

Warning Deleting an OAuth Client will prevent applications or integrations from using that client
to access data in Aras Innovator.

1. From the Table of Contents, expand Administration and External Access.

Contents

~ Administration

> Access Control
> Configuration
> Content Modeling

> Effectivity Services

I w External Access I

[®] oAuth Clients
& Web Services

2. Select OAuth Clients.

~ External Access

8] OAuth Clients

& Web Services
3. Select an OAuth Client in the grid and click Delete.
i arasjiynovaror | Q

9] 0Auth Clients *

oaz[E

Client ID

Delete Selected Client

I “ Access Token ... | Authorization Code ... | Identity Token ... | Refresh Token Sliding...

auth-code-example 3600 300 300 1296000
implicit-example 3600 300 300 1296000
password-example | 3600 300 300 1296000

4. Click OK in the Confirm Delete dialog to delete the client.

Confirm Delete X

Deleting Client "password-example”. Are

you sure?

©2024 Aras Corporation All Copyrights Reserved. 12
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3.4 Using an OAuth Client

This section provides examples demonstrating how to authorize REST requests with each type of

client. Each example uses the Postman HTTP client, though the exact requests can be sent with
any API platform or custom code.

3.4.1 Setup

The steps below describe the setup assumed by the examples in the following sections.
1. Download and install Postman.

2. Under My Workspace, select Collections, click Create New Collection, and then Blank

Collection.
= Home Workspaces v API Network v Q. search Postman
(Oj My Workspace New  Import &3 Overview -+
U = s 2 My Workspace
Collection:
@ I EE DRk eallecton I Overview Settings

] Create from template

@D i RESTAPI basics This workspace contains all your collections and envi

monitors, mock servers or integrations created on the

History Byl Integration testing basics

za APl documentation
[=]=}

View more templates »

3. Provide a name for the new Collection — for example, OAuth Registry Examples.

A My Workspace New

Import 63 Overview {J OAuth Registry Example +
iy + = oauthregistry @) e | OAuth Registry Examples I
Collections
~ OAuth Registry Examples
@ Qverview Authorization Scripts Tests Variables Runs

This collection is empty

Elipments Add a request to start working.

D
History

OAuth Registry Examples

oo
+0

The examples in the following sections will add new requests to this collection.

©2024 Aras Corporation All Copyrights Reserved.
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3.4.2 User Login Flow Example

This example demonstrates using an OAuth Client with the Implicit grant type.
3.4.2.1 Configuring the OAuth Client
1. Log into Aras Innovator as administrator.
2. From the Table of Contents, expand Administration and External Access.

Contents

~ Administration

> Access Control
> Configuration
> Content Modeling

> Effectivity Services

I ~ External Access I

[B] OAuth Clients
;& Web Services

3. Select OAuth Clients.

~ External Access

8] OAuth Clients

g} Web Services

The OAuth Clients grid appears:

[®] oauth clients x

o @
Client ID ‘ Enabled ‘ Access Token ... | Authorization Code... | Identity Token ...
©2024 Aras Corporation All Copyrights Reserved. 14
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4. Click Create New Client.
[©] oAuth Clients

o

LH

Client ID

Enabled

Access Token ...

Authorization Code ...

The OAuth Client form appears:

OAuth Client

Client ID

Allowed Grant Types
Authorization Code

Access Token Lifetime

Impersonate Implicit

Refresh Token Sliding Lifetime

Allowed Scopes

Aras OAuth Registry 32
Admi

=
| & cnzbled Add New Value... @ ‘
openid X
Password
Innovator X

| 3600

‘ | 1296000

‘ Allowed CORS Origins

Authorization Code Lifetime

Refresh Token Absolute Lifetime

| Add New Value..

| 300

‘ | 2592000

‘ Redirect URIs

Identity Token Lifetime

Require PKCE

Refresh Token One Time Only

Back Channel Logout URL

Refresh Token Absolute Expiration

| Add New Value...

Post Logout Redirect URIs

| Add New Value...

Plain Secrets

| Add New Value...

A

5. Fill out the form with the values below, substituting the environment’s details for the
highlighted placeholders.

OAuth Client
Client ID
P—— @ Enabled
| implicit-example | a9
Allowed Grant Types
Authorization Code Impersonate Password

Access Token Lifetime

Refresh Token Sliding Lifetime

‘ 3600

‘ ‘ 1296000

Authorization Code Lifetime

Refresh Token Absolute Lifetime

‘ 300

‘ ‘ 2592000

Identity Token Lifetime
300

Back Channel Logout URL

Refresh Token One Time Only
Refresh Token Absolute Expiration

Front Channel Logout URL

Allowed Scopes

©2024 Aras Corporation All Copyrights Reserved.

Add New Value. ® ‘l
Innovator X
example X

Allowed CORS Origins

| Add New Value... [©] ‘l
https:// X
https://myapp.com X

Redirect URIs

| Add New Value. @ ‘l
https:/ foAR/ x
htps:// /OAR/Client/0.. X
https://myapp.com/home x

ps: lIback X

Post Logout Redirect URIs

| Add New Value... [©] ‘l
hitps:// OAR/Client/0... X
https://myapp.com/logoutcallback b

Plain Secrets

Add New Value...

aras
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e Client ID: implicit-example
e Allowed Grant Types: Implicit
e Require PKCE: false
o Allowed Scopes: (Optional) Innovator, example
e Allowed CORS Origins:
o https://server/webalias
o Any other valid domain that should be allowed to send requests with this client id

Note: CORS domains should not include a trailing slash at the end.

e Redirect URIs:
o https://server/webalias/
o https://server/webalias/Client/OAuth/PopupCallback

o Any other valid URI to redirect to after the user logs in, such as the URL of a
custom application

o Post Logout Redirect URIs:
o https://server/webalias/Client/OAuth/PostLogoutCallback

o Any other valid URI to redirect to after the user logs out, such as the URL of a
custom application

6. Click Save.
3.4.2.2 Requesting an Access Token
1. In Postman, right-click the OAuth Registry Examples collection and select Add Request.

o

~ My Workspace New  Import & Overview J QAuth Registry Example +

] + = OAuth Registry @) | o= OAuth Registry Examples
Collections

~ OAuth Registry Examples Ty oo
E Overview Authorization Scripts Tests Variables Runs
. This colle &

Environments Add a req are

9D Move

= .

A OAuth Registry Examples

Generate tests

Edit

Add request

Add folder

2. Give the request a name like Implicit Grant.

GET Implicit Grant +

e : Implicit Grant

GET s

Params Authorization Headers (7) Body Scripts Tests Settings

3. Enter the URL of the OAuth Server's authorize endpoint as shown below.

GET Implicit Grant L] + ~ OAR Doc Testing g
U‘—j Implicit Grant [R Save v Share
GET v https://{{server}}/{{web_alias}}/OAuthServer/connect/authorize
Params Authorization Headers (8) Body Scripts Tests Settings Cookies
©2024 Aras Corporation All Copyrights Reserved. 16
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4. Click the Authorization tab below the URL bar.

GET Implicit Grant &+ v OAR Dec Testing v
o sgistry Examp Implicit Grant [ save ~ | share
GET 24 https://{{server}}/{ }/OAuthServer/connect/authorize
Params Headers (8)  Body  Scripts  Tests  Settings Cookies
Auth Type
Inherit auth from parent L
The authorization header will be
automatically generated when you
send the request. Learn more about
authorization.
5. Select OAuth 2.0 from the Auth Type field.
v OAR Doc Testing v

GET Implicit Grant ~ ® -

[) save v  Share

e Implicit Grant
GET v https://{(s 1 <}JfOAuthServer/connect/authorize Send v
Params Authorization & Headers (8) Body Scripts Tests Settings Cookies
Auth Type Current Token
OAuth 2.0 o
Token Available Tokens -
The authorization data will be
automatically generated when you
send the request. Learn more about
OAuth 2.0 authorization. Header Prefix @ Bearer
Add Request.. v
:::22““0” " Auto-refresh Token
Your expired token will be auto-refreshed before sending a request.

©2024 Aras Corporation All Copyrights Reserved.
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6. Scroll down to Configure New Token section and set the configuration options as follows:

GET Implicit Grant . =+ v OAR Doc Testing v

[ i n Implicit Grant [@ save v Share
GET v https://{{server}}/{{web_alias}}/OAuthServer/connect/authorize
Params Headers (9) Body Scripts Tests Settings Cookies

y g when you send
the request. Learn more about

OAuth 2.0 authorization.

eyJhbGci0iJSUzIINilsimtpZCI6Ik QSMEUZRI

Header Prefix © Bearer
Add authorization Request.. v
data to

Auto-refresh Token
Your expired token will be auto-refreshed before sending a request.

Share Token
This will allow anyone with access to this request to view and use it.

Configure New Token

Token Name implicit-token
Grant type Implicit ™
Callback URL & https://{{server)}fifweb_alias}}/Client/fOAutr

Authorize using browser

Auth URL https:/{{server)}f{{web_alias}}/OAuthServe!
Client ID @ implicit-example Fiy
Scope @ Innovator example

State ©

Client Authentication @ Send as Basic Auth header ~
> Advanced

@ Clear cookies (1)

Get New Access Token

Field Value

Token Name Name that Postman will use for the token

Grant Type Implicit

Callback URL Enter a valid Redirect URI for the client. Example:
https://<servername>/<web alias>/Client/OAuth/PopupCallback

Auth URL https://<servername>/<web alias>/oauthserver/connect/authorize

Access Token https://<servername>/<web alias>/oauthserver/connect/token
URL

Client ID implicit-example

Scope Innovator example

7. Click Get New Access Token.

©2024 Aras Corporation All Copyrights Reserved. 18
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8. Log in to the popup Aras Innovator window with your credentials.

Database

‘E 0AR_testing v ‘

aras
INNOVATOR  — ]

Release 32 Build 14.0.27.41303

aras.com

—
9. Inthe Get new access token dialog box, click Proceed.

Get new access token X

o

Authentication complete

This dialog box will automatically close in 3...

Proceed

10. In the Manage Access Token dialog box, click Use Token.

MANAGE ACCESS TOKENS X
All Tokens Delete ~ Token Details Use Token
implicit-token

Token Name implicit-token #

Access Token eyJhbGciOiJSUzIMNilsimtpZCl8IkQ5MEUzRDgyOTcTMKNFNTZDRjU4ND

RGODRGNDNFQkZBNjQIMTAZ2RTFSUzITNilsInR5cCIEImFOK2p3dClsing1
dCI6ljJRNDIncGRTemxiUFdFVDRUMFByLW1SUkJ1RSJS.eyJuYmYiOjE3M
jQxODE4NjMsImV4cCIEMTcyNDEANTQ2MywiaXNzljoiTOF1dGhTZXJ2ZX
lILCJhdWQIiOIsiSW5ub3ZhdGyliwiZXhhbXBsZSIslk9BdXRoU2VydmVyL
3Jic291cmNIcyJdLCJibGlibnRfaWQiQiJpbXBsaWNpdClleGFtcGxlliwic3V
iljoiYWRtaW4iLCJhdXRoX 3RpbWUIOJE3MjQxODE4ANjMsImIkcClBImxvY 2
FsliwidXNlcm5ShbWUIiQiJnZG1pbilsimRhdGFiYXNIljoiTOFSX3RIc3Rpbmci
LCJqdGkiQilxNjMONTQyMzMwQTc10TdCQjRBMzISNOFCQUMSRUREQI
sInNpZCI61jZDMEFERjgSNEUzMOQTMOMONjY3NEJEMKYAMOQwWRENBIi
wiaWFOljoxNzIOMTgxODYzLCJzY29wZSI6WyJJbm5vdmFOb3IiLCJleGFt
cGxINOsImFtcil6WyJwd2QiXX0.IXRYuSWEICaM1gopVBzbGnlp6lyXiwWM
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11. Click Save to save the changes.

GET Implicit Grant e |
@ Implicit Grant
GET ~ https:/His si}/OAuthServer/connect/authorize
Params Authorization & Headers (9) Body Scripts Tests Settings
Auth Type Current Token
OAuth 2.0 ok
Token

The authorization data will be
automatically generated when you send
the request. Learn more about

QAuth 2.0 authorization.

Header Prefix @
Add authorization ¥

Request ...
data to :

3.4.2.3 Using the Access Token
1.

Aras OAuth Registry 32

Administration Guide

v OAR Doc Testing v

Send

v

Cookies

implicit-token

eyJhbGciOiJSUzINilsimtpZCIEIkQ5MEUZRI

Bearer

In Postman, right-click the OAuth Registry Examples collection and select Add Request.

2 My Workspace New  Import Overview J OAuth Registry Example e
= + = OAuth Registry ) [ece OAuth Registry Examples
Collections
~ OAuth Registry Examples ¢ eoe |
@ = Overview Authorization Scripts Tests Variables Runs
= This colle
Environments Add a req Share
D Move
o -
_, OAuth Registry Examples
Generate tests
oo
o+
Edit
Add request
Add folder

2. Name the request Test Call and enter the URL shown below.

ceT Auth Code Grant GET Test Call L] - v OAR Doc Testing ~
e Test Call [Q) Save Share
GET ~ https:/{{{server}}}{ 3s1)/Server/odata/Variable Send
Params Authorization Headers (9) Body Scripts Tests Settings Cookies
Query Params
Key Value Description =+ Bulk Edit

This request will retrieve the Variable items from the Aras Innovator database, confirming

the access token is valid.

©2024 Aras Corporation All Copyrights Reserved.
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3. Select the Authorization tab, choose the Bearer Token Auth Type, and enter the token
requested in the last section.

GET Auth Code Grant GET Test Call . ~ OAR Doc Testing ~
(e} : t s | TestCall [X) save ~ | Share
GET ~ s}i/Serverfodata/Variable |
Params Authorization e Headers (9) Bedy Scripts Tests Settings Cookies
Auth Type
Bearer Token o Token eyJhbGciQiJSUzIMNilsimtpZCI&IkQ5SMEUzRI

The authorization header will be
automatically generated when you
send the request. Learn more about

Bearer Token authorization.

4. Click Send to submit the request to the server.

GET Auth Code Grant GET Test Call s ) OAR Doc Testing ~
@  OAuth Reg “xamples / Test Call [3) Save Share
GET ~ https://{{server}}/{{we lias}}/Serverfodata/Variable Send w
Params Authorization Headers (9) Body Scripts Tests Settings Cookies
— &
Auth Type
BoaadTalion Token eyJhbGciOiJSUzINilsimtpZCI6IkQ5MEUzZRI
Body Cookies (1) Headers (14) Test Results & Status: 200 OK Time: 9.37s Size: 17.9KB  [3)) Save as example aco
Pretty Raw Preview Visualize JSON v =5 o Q
t 7
2 "@odata.context": "https:// YOAR/Server/odata/$metadatas#variable"”,
3 "value": [
4 1
5 “created_on": "2024-05-16T18:55:48",
6 "default value: "-1",
s "generation": 1,
8 "id": "CF8576CEE9F944DDB7AD9D8D2E6GCCDES",
9 s _current?: LY
18 iz released”: 7"
11 "keyed_name": "AccountlLockoutDuration_minutes",
12 "major_zev": "A",

12 WendiFiad An"s "3A%4_A5-4ET192-5C- 40"

The server should return a 200 OK status code, and the response body should include the
Variable items from the Aras Innovator database.
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5. Click Save.
GET Auth Code Grant GET Test Call s ~ OAR Doc Testing ~
@ : 1 Registry E =5 | Test Call ) Save | v Share
GET v https:/f{{server}}/{{web_alias}}/Server/odata/Variable

Params Authorization » Headers (9) Body Scripts Tests Settings Cookies

3.4.3 Authorization Code Example

3.4.3.1 Configuring the OAuth Client
1. Login to Aras Innovator as admin.
2. From the Table of Contents, expand Administration and External Access.

Contents

~ Administration

» Access Control
> Configuration
> Content Modeling

> Effectivity Services

I ~ External Access I

[3] OAuth Clients
& Web Services
3. Select OAuth Clients.

~ External Access

@] OAuth Clients

Jg} Web Services

The OAuth Clients grid appears:

[®] oAuth Clients %

o @
Client ID Enabled | Access Token .. | Authorization Code ... | Identity Token ...
©2024 Aras Corporation All Copyrights Reserved. 22
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4. Click Create New Client.
[©] oAuth Clients

< ||%

Client ID Enabled | Access Token.. | Authorization Code ...

The OAuth Client form appears:

OAuth Client X
Client ID Allowed Scopes -
v
| | & cnzbled Add New Value... @ ‘
Allowed Grant Types openid X
Authorization Code Impersonate Implicit Password
Innovator X
Access Token Lifetime Refresh Token Sliding Lifetime
| 3600 ‘ | 1296000 ‘ Allowed CORS Origins
| Add New Value.. @ ‘
Authorization Code Lifetime Refresh Token Absolute Lifetime
| 200 ‘ | 2592000 ‘ Redirect URIs
| Add New Value... @ }

Identity Token Lifeti Refresh Token One Time Only

Refresh Token Absolute Expiration Rost Logout Redirect LB

| Add New Value... [©) ‘
Require PKCE Plain Secrets
| Add New Value... [©) ‘

Back Channel Logout URL
| ‘ Certificate Secrets

5. Fill out the form with the values below, substituting the environment’s details for the
highlighted placeholders.

OAuth Client X
Client ID Allowed Scopes =
@ Enablec
l auth-code-example l a [Adc New Value... G—)!
Allowed Grant Types. epenid %
I Authorization Code I Impersonate  Implicit  Password
Innovator X
Access Token Lifetime Refresh Token Sliding Lifetime
example x
[3600 | [1206000 ‘
Authorization Gode Lifetime  Refresh Token Absolute Lifetime Allcvisd CORS Drigine
A v Vi
| 300 ‘ ‘ 2592000 ‘ [.\dc New Value... @i
Identity Token Lifetime Refresh Token One Time Only https:// x
B T e
hitps://myap.com %
Require PKCE Redirect URls
E.ﬂdu New Value... @!
Back Channel Logout URL
| ‘ htps:] /OAR! x
Front Channel Logout URL ntps:/ /OAR/CliEN/0.. X
‘ hitps://myapp.comicallback X

Post Logout Redirect URIs

I.Adc New Value... @i
hitps:// VOAR/Client/0.. X
https:#myapp.com/logouteallback ¥

Plain Secrets

Add New Value
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e Client ID: auth-code-example
o Allowed Grant Types: Authorization Code
e Allowed Scopes: (Optional) openid, Innovator, example
e Allowed CORS Origins:
e https://server/webalias
Any other valid domain that should be allowed to send requests with this client id
CORS domains should not include a trailing slash at the end.
¢ Redirect URIs:
https://server/webalias/
https://server/webalias/Client/OAuth/PopupCallback

Any other valid URI to redirect to after the user logs in, such as the URL of a custom
application

e Post Logout Redirect URlIs:
https://server/webalias/Client/OAuth/PostLogoutCallback

Any other valid URI to redirect to after the user logs out, such as the URL of a custom
application

6. Click Save.
3.4.3.2 Requesting an Access Token
1. In Postman, right-click the OAuth Registry Examples collection and select Add Request.

A My Workspace New  Import &S Overview ﬁ OAuth Registry Exampie +
7 + = OAuthRegistry @) | e OAuth Registry Examples
Collections
~ OAuth Registry Examples Yy oso
= Overview Authorization Scripts Tests Variables Runs
" This colle &
Environments Add a req are
D Move
e -
e OAuth Registry Examples
Generate tests
oo
o+
Edit
Add request
Add folder

2. Give the request a name like Auth Code Grant.

o

~ My Workspace New  Import 05 Overview OAuth Registry Example GET Auth Code Grant =+
| + = OAuthRegistry @Epffeee [ ] X < /| Auth Code Grant
Collections

v OAuth Registry Examples

EJ GET Auth Code Grant BET v

Environments
[) Params Authorization Headers (7) Body Scripts Tests Settings
L

3. Enter the URL of the OAuth Server's authorize endpoint as shown below.

2 My Workspace New  Import y Overview OAuth Registry Example GET Auth Code Grant ®
g + = OAuthRegistry ® = m th Re -< | Auth Code Grant

Collections

v QAuth Registry Examples

[E] GET Auth Code Grant GET v https:/f{{server}}/{{web_alias}}/OAuthServer/connect/authorize

Environments

Params Authorization Headers (7) Body Scripts Tests Settings

D
4. Click the Authorization tab below the URL bar.
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2 My Workspace New  Import Overview
[w] + = OAuth Registry K | oo i Auth Code Grant
Collections
~ OAuth Registry Examples
= oer kil Ciio Coant GET v https://{{server}fi{web_alias)}/OAuthServer/connect/autharize
Emvironments
2 Params ody Scripts  Tests  Settings
£
History Auth Type
Inherit auth from parent v
uthorization header will be
ed when you
. 1 more about
authorization
2 verview OAuth Registry Example GET Auth Code Grant ® 4
5} e Auth Code Grant
Collections
= GET v https://i s}1/OAuthServerfconnect/authorize
Envionments -
Params  Authorizatione  Headers (7)  Body  Scripts  Tests  Settings
History Auth Type Current Token
OAuth 2.0 v
oe Token

The authorization data will be automatically generated
when you send the reguest. Learn more about

OAuth 2.0 authorization.
Header Prefix &

Add autherization data to Request Headers v

©2024 Aras Corporation All Copyrights Reserved.
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6. Scroll down to Configure New Token section and set the configuration options as follows:

GET Auth Code Grant @ -+ v OAR Doc Testing v
e Auth Code Grant [X) save ~  Share
GET v https://{{serveri}/{{web_alias}}/OAuthServer/connect/authorize Send ~
Params  Authorizatione  Headers (8) Body Scripts Tests  Settings Cookies
Configure New Token
Token Name auth-code-token
Grant type Authorization Code (With PKCE) v

Callback URL (& https:/f{{server}}/{{web_alias}}/Client/OAutk

| Authorize using browser

Auth URL ®

https:/f{{server}}{{{web_alias}}/OAuthServe!
Access Token URL O https:/f{{serverj}/{{web_alias}}/OAuthServe
Client ID® auth-code-example Py
Client Secret (D
Code Challenge Method (& SHA-256 v
Cade Verifier ©
Scope @ openid Innovator example
State @
Client Authentication Send as Basic Auth header v

> Advanced

(& Clear cookies (1)

E]
=

/>

Get New Access Token
Field Value
Token Name Name that Postman will use for the token
Grant Type Authorization Code (With PKCE)
Callback URL Enter a valid Redirect URI for the client. Example:

https://<servername>/<web alias>/Client/OAuth/PopupCallback

Auth URL https://<servername>/<web alias>/oauthserver/connect/authorize
Access Token https://<servername>/<web alias>/oauthserver/connect/token
URL
Client ID auth-code-example
Scope openid Innovator example

7. Click Get New Access Token.
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8. Log in to the popup Aras Innovator window with your credentials.

Database

‘E 0AR_testing v ‘

aras e |
—INNOVATOR — ]

Release 32 Build 14.0.27.41303

aras.com

T .
9. Inthe Get new access token dialog box, click Proceed.

Get new access token X

o

Authentication complete

This dialog box will automatically close in 3...

Proceed

10. In the Manage Access Token dialog box, click Use Token.

MANAGE ACCESS TOKENS X

All Tokens Delete v Token Details Use Token
auth-code-token

Token Name auth-code-token

Access Token eyJhbGciOiJSUzINilsimtpZCl6IkQ5MEUzRDgyOTcTMKNFNTZDRjU4ND
RGODRGNDNFQkZBNjQTMTAZRTFSUzINilsinR5cCI6ImFOK2p3dClsing1
dClI6/jJRNDIncGRTemxiUFdFVDRUMFByLW1SUkJ1RSJ9.eyJuYmYiOjE3M
jQxNjc10DgsImV4cCI6MTcyNDE3MTE40CwiaXNzljoiTOF1dGhTZXJ2ZXIi
LCJhdWQiQIsiSW5ub3ZhdG9yliwiZXhhbXBsZSIslk9BdXRoU2VydmVyL3
Jic291ecmNIcyJdLCJibGllonRfaWQiOiJhdXRoLWNvZGUtZXhhbXBsZSIsIin
N1Yil6ImFkbWiuliwiYXV0aF90aW1lljoxNzIOMTY3NTg4LCJpZHAIQIJsb2
NhbClsinVzZXJuYW1lljoiYWRtaW4iLCJkYXRhYmFzZSI61k9BUIS0ZXNOa
WonliwianRpljoiRjATRDY4RUU1QkEwNzBGNEM3NZFNEVEOTgSMTMOQ
TMILCJzaWQiOiJBNEZFNUVEREIyNUM3MOZFODIORUJCNzA1QzM40OTR
GOClIsImihdCIEMTcyNDE2NzU40Cwic2NvcGUiOIsib3BIbmikliwiSW5ub3
ZhdGyliwiZXhhbXBsZSJdLCJhbXIiOlsicHdkI9.GTxTUTd8tIgZPLLKYUH
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GET Auth Code Grant & + v OAR Doc Testing v B
o Auth Code Grant v Share
GET ~ https:/[{{server}}/{{web_alias}}/OAuthServer/connect/authorize Send . S
Params Authorization e Headers (8) Body Scripts Tests Settings Cookies (953
Auth Type Current Token
2
v
OAuth 2.0 e
Token auth-code-token e ®

The authorization data will be
automatically generated when you Use Token Type
send the request. Learn more about

OAuth 2.0 authorization.

Add
authorization
datato

Request...

Header Prefix (O

3.4.3.3 Using the Access Token
1.

Access token
eyJhbGeiiJSUzINilsimtpZCIBIkQ5MEUzZRI

Bearer

In Postman, right-click the OAuth Registry Examples collection and select Add Request.

2 My Workspace New  Import Overview J OAuth Registry Example +
] + = OAuth Registry ® OAuth Registry Examples
Collections
v OAuth Registry Examples g oo
& . = Overview Authorization Scripts Tests Variables Runs
2 This colle &5
Environments Add areq ke,
o) Move
- .
— OAuth Registry Examples
Generate tests
oo
O+
Edit
Add request
Add folder

2. Name the request Test Call and enter the URL shown below.

GET Auth Code Grant

GET Test Call

s -+ OAR Doc Testing

e Test Call [0) Save Share
GET v https://{{server}}/{{ )_alias}}/Serverfodata/Variable Send
Params Authorization Headers (9) Bedy Scripts Tests Settings Cookies
Query Params
Key Value Description =+ Bulk Edit

This request will retrieve the Variable items from the Aras Innovator database, confirming

the access token is valid.
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Select the Authorization tab, choose the Bearer Token Auth Type, and enter the token
requested in the last section.

ceT Auth Code Grant GET Test Call L] + ~ OAR Doc Testing 4
i t s / Test Call [F) save Share
GET ~ https:/f{{server}}/{{ stj/Server/fodata/Variable
Params Authorization e Headers (9) Body Scripts Tests Settings Cookies
Auth Type
Bearer Token G Token eyJhbGciOiJSUzIMNilsimtpZCl&6IkQSMEUZRI

The authorization header will be
automatically generated when you
send the request. Learn more about

Bearer Token authorization.

3. Click Send to submit the request to the server.

GeT Auth Code Grant GET Test Call L] - ~ OAR Doc Testing ~
A OAuth Reg 2 s / Test Call ) Save Share
GET ~ https://{{server}}{{we s}}/Server/odata/Variable Send i
Params Authorization e Headers (9} Body Scripts Tests Settings Cookies
- &
Auth Type
Bearer Token P Token eyJhbGciOiJSUzINilsimtpZCI6IkQSMEUZRI
Body Cookies (1) Headers (14) Test Results @ Status: 200 OK Time: 9.37s Size: 179 KB [ED Save as example eee
Pretty Raw Preview Visualize JSON v = () Q
& 7
2 "@odata.context": "https:/A /DAR/Server/odata/$metadatai#Variable”,
3 "value": [
B 1
5 "created_on": "2024-05-16T18:55:40",
6 *default_value®: "-1",
7 "generation”: 1,

&8 "id": "CF8576CEE9F944DDB7AD9D8D2E6CCDES",
Q Ydis_rurrent: AN,
1@ "is_released": "B";
171 "keyed _name": "AccountLockoutDuration minutes",

12 "major_xev":
13 "modified on":

The server should return a 200 OK status code, and the response body should include the
Variable items from the Aras Innovator database.

©2024 Aras Corporation All Copyrights Reserved. 29

/&aras



Aras OAuth Registry 32

Administration Guide

4. Click Save.
GET Auth Code Grant GET Test Call s ~ OAR Doc Testing ~
@ i gistry E =5 | Test Call ) Save | v Share
GET v https:/f{{server}}/{{web_alias}}/Server/odata/Variable

Params Authorization » Headers (9) Body Scripts Tests Settings Cookies

3.4.4 Impersonation Example

3.4.4.1 Configuring an OAuth Client with the Impersonation grant type
1. Login to Aras Innovator as admin.
2. From the Table of Contents, expand Administration and External Access.

Contents

~ Administration

> Access Control
> Configuration
> Content Modeling

> Effectivity Services

I ~ External Access

[®] oAuth Clients
& Web Services

3. Select OAuth Clients.

~ External Access

@] OAuth Clients

& Web Services
The OAuth Clients grid appears:

[©] oAuth Clients

o g
Client ID Enabled | Access Token .. | Authorization Code ... | Identity Token ...
©2024 Aras Corporation All Copyrights Reserved. 30
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4. Click Create New Client.
[©] oAuth Clients

< ||%

Client ID Enabled | Access Token.. | Authorization Code ...

The OAuth Client form appears:

OAuth Client X
Client ID Allowed Scopes -
=
| | & cnzbled Add New Value... @ ‘
Allowed Grant Types openid X
Authorization Code Impersonate Implicit Password
Innovator X

Access Token Lifetime Refresh Token Sliding Lifetime
| 3600 ‘ | 1296000 ‘ Allowed CORS Origins

| Add New Value.. @ ‘
Authorization Code Lifetime Refresh Token Absolute Lifetime
| 200 ‘ | 2592000 ‘ Redirect URIs

| Add New Value... @ }
Identity Token Lifetime Refresh Token One Time Only

Refresh Token Absolute Expiration Rost Logout Redirect LB

| Add New Value... [©) ‘
Require PKCE Plain Secrets

| Add New Value... [©) ‘
Back Channel Logout URL

‘ Certificate Secrets

| Choose File or Drop Here
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5. Fill out the form with the values below, substituting the environment’s details for the
highlighted placeholders.

OAuth Client X
Client ID Allowed Scopes
2 &) Enabled
impersonate-example ‘ Add New Value... [©) |
Allowed Grant Types openid x
Authorization Code Implicit Password
Innovator X
Access Token Lifetime Refresh Token Sliding Lifetime
| 3600 | ‘ 1296000 ‘ Allowed CORS Origins
‘ Add New Value... @ |
Authorization Code Lifetime Refresh Token Absolute Lifetime
| 300 | ‘ 2592000 ‘ Redirect URIs
‘ Add New Value... [©) |
Identity Token Lifetime Refresh Token One Time Only
Refresh Token Absolute Expiration FostlogoutRediectUE
‘ Add New Value... [©) |
[ Require PKCE Plain Secrets
‘ Add New Value... @ |

Back Channel Logout URL
| ‘ Certificate Secrets

‘ Choose File or Drop Here

Front Channel Logout URL
| ‘ LSOtLST1CRUdJTiBDRVJUSUZJQOFURSOtLS0tDQpNSUIGLVRD.. X

e Client ID: impersonate-example
o Allowed Grant Types: Impersonate

o Certificate Secrets: Upload the public key (.cer certificate file) that corresponds to the
private key on the application server

6. Click Save.
3.4.4.2 Using the OAuth Client

Refer to section Obtaining an Access Token in the Aras Innovator Programmer’s Guide for
information on using an impersonate grant OAuth client with the IOM API.

4 OAuth Registry Permissions

This section describes the permission model for the Aras OAuth Registry and how to configure those
permissions.

4.1 Roles

The Aras OAuth Registry uses a role-based permission model to determine which users can
configure OAuth Clients.

e Clients Admin: Users with this role have permission to create and edit OAuth Clients

e Users Admin: Users with this role have permission to control which users have the Clients
Admin role. By default, only Super User (root) has this role.
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4.2 Users API

The Aras OAuth Registry provides a REST API for managing admin user roles. The APl is based
on RESTful principles. It uses standard HTTP methods and status codes and is available
at /api/v1/users.

Note: This API does not create, edit, or delete User items in the Aras Innovator database. It is
solely used to map OAuth Registry roles onto Aras Innovator users. All data this API affects
is stored in the MongoDB database installed with the OAuth Registry installation package.

4.2.1 Create a User

Creates a new User with the details provided in the request body.
4.2.1.1 Request
HTTP POST /api/vl/users

The request body should contain a JSON object with the username and roles to assign.
{

"userName": "user name",
"roles": ["ClientsAdmin"]

}
4.2.1.2 Responses

e 201 Created
User is created successfully. The response body contains the created user details.

"userName": "user name",
"roles": ["ClientsAdmin"]

e 400 Bad Request
The request body is invalid. The response body contains the error details.

{

"userName": [

"The userName field is required.”

}

e 401 Unauthorized

The requester is not authorized to create a new user.
e 403 Forbidden

The requester is not allowed to create a new user.

e 409 Conflict

The user with the same userName already exists.
User with name user_name already exists

4.2.2 Get Users

Retrieves all users.
4.2.2.1 Request
HTTP GET /api/vl/users
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4.2.2.2 Responses

e 2000K

Users are retrieved successfully. The response body contains the list of users. Returns an
empty array [] if no users are found.

[{

"userName": "user_name",
"roles": ["ClientsAdmin"]
1
e 401 Unauthorized
The request is not authorized to get the users.
e 403 Forbidden
The request is not allowed to get the users.

4.2.3 Get User by Name

Retrieves the user by userName.
4.2.3.1 Request

HTTP GET /api/vl/users/{userName}
HTTP GET /api/vl/users?userName={userName}

4.2.3.2 Responses

e 2000K
User is retrieved successfully. The response body contains the user details.
{

"userName": "user_name",
"roles": ["ClientsAdmin"]

}
e 401 Unauthorized

The client is not authorized to get the user.

e 403 Forbidden

The client is not allowed to get the user.

e 404 Not Found

The request with the specified userName does not exist.
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4.2.4 Update a User

Updates the user by userName.
4.24.1 Request
HTTP PUT /api/vl/users/{userName}
The request body should contain a JSON object with the user details.

{

"userName": "user_name",
"roles": ["ClientsAdmin"]
}
HTTP PUT /api/v1/users?userName={userName}
The request body should contain a JSON object with the user details.

{

"userName": "user_name",
"roles": ["ClientsAdmin"]

}
4.24.2 Responses

e 2000K
User is updated successfully. The response body contains the updated user details.

{

"userName": "user_name",
"roles": ["ClientsAdmin"]
}
e 400 Bad Request
The request is invalid:
e The userName in route is not the same with user_name in the request body.
e The request body is invalid. The response body contains the error details.

{

"userName": [
"The userName field is required.”

}

e 401 Unauthorized

The request is not authorized to update the user.

e 403 Forbidden

The request is not allowed to update the user.

e 404 Not Found

The user with the specified userName does not exist.

4.2.5 Delete a User

Deletes the user by userName.
4.2.5.1 Request

HTTP DELETE /api/vl/users/{userName}
HTTP DELETE /api/vl/users?userName={userName}
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4.2.5.2 Responses
e 204 No Content
User is deleted successfully.
e 401 Unauthorized
The request is not authorized to delete the user.
e 403 Forbidden
The request is not allowed to delete the user.
e 404 Not Found
The user with the specified userName does not exist.

4.3 API Authentication and Authorization

Only requests with a valid Bearer Token are allowed to access the API. The token should be
obtained from the OAuth Server and passed in the Authorization header of the API request.

Only users granted the UsersAdmin role may access the Users API.

Note:  Super User (root) is a system user that always has access to the Users API.
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